The procedure for processing client data of Holm
Bank AS

1. PURPOSE
1.1. The procedure for processing client data (hereinafter referred to as the
Procedure) establishes the procedure for processing the personal data of clients
of Holm Bank AS (hereinafter referred to as the Bank). For the Client, these rules
are expressed in the form of the procedure for processing client data published
on the website of the Bank.

2. DEFINITIONS
The terms used in the Procedure have the following meanings:
Data controller is Holm Bank AS (the data controller), registry code 14080830.

Client is a person who is using or has used the services of the Bank or provided a security
to the Bank, or submitted to the Bank (incl. through a third party) their client data for the
purposes of using the services of the Bank or providing a security.

Client data are any data which the Bank has about a client.

Processing means any operations involving client data, irrespective of the method of
performance of the operation or the means used (incl. collection, retention, organisation,
storage, alteration, disclosure, provision of access, retrieval, creating extracts of the
documents which contain the data, use, transmission, cross-usage, erasure, etc. of the
personal data).

A data processor is a person who processes client data in the name of the Bank. The list of
the data processors who client data may be transmitted to and the categories thereof are
published on the website of the Bank.

A third party is a legal or natural person other than the Bank or an employee, data
processor, or a Client of the Bank.
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3. GENERAL PRINCIPLES

3.1.

3.2.

3.3.

3.4.

3.5.

3.6.

Client data are processed by the Bank based on the requirements laid down in
the General Data Protection Regulation (hereinafter referred to as the GDPR), the
Personal Data Protection Act, the Credit Institutions Act, the Money Laundering
and Terrorist Financing Prevention Act, other relevant legislation, and this
Procedure.

The Bank and the employees of the Bank shall maintain the confidentiality of the
information subject to banking secrecy for an unspecified term and process client
data confidentially, disclosing the data to third parties with the Client’s consent
provided in a format which can be reproduced in writing or on other grounds laid
down in the law or established in this Procedure.

If client data are processed based on the Client’s consent, the required consent is
generally asked from the Client upon submission of an application for the service
or in the course of entry into a contract with the Bank. Upon granting of consent,
the person will be identified pursuant to the procedure established at the Bank,
unless identification pursuant to the applicable procedure is not required due to
the purpose of the processing (e.g. for the purposes of direct marketing) or if the
data which are processed based on consent have been submitted via the website
of the Bank or a data processor in the course of applying for the service. The
consent may be withdrawn at any time without any effect on the lawfulness of
the processing of client data based on the consent prior to withdrawal. The Client
is notified of the right to withdraw their consent at any time. The consent shall be
compliant with all requirements laid down in the GDPR and in other legislation, if
relevant.

The Bank will apply relevant organisational, information technology, and other
required security measures to safeguard the information subject to banking
secrecy and ensure the processability, integrity, and confidentiality of client data.
The contracts entered into with the data processors and the contractual partners
of the Bank shall include the obligation to maintain confidentiality and the data
processors and contractual partners will forward to the Bank all applications
submitted to the data processor or contractual partner by the Client concerning
the processing of the Client’s data. In general, the Bank will require from the
persons to whom client data are transferred to or disclosed observation of the
relevant security and confidentiality requirements.

The Bank will restrict processing of client data to the minimum required for
performing concluded contracts, serving clients, and achieving the purposes for
which client data are processed. If a Client enters into a contract with the Bank
through a representative, the Bank may also process the representative’s
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personal data and contact details in the extent required for entry into and
performance of the contract.

4. TYPES OF CLIENT DATA

The following types of client data are processed by the Bank:

4.1.

4.2.

4.3.

4.4,

4.5.

4.6.

4.7.

4.8.

4.9.

4.10.

4.11.
4.12.

the Client’s personal data (incl. name, personal identification code, date of birth,
details of the identity document, place of residence, citizenship, language of
communication, etc.), as well as the details of the Client’s area of occupation
(incl. education, educational institution, vocation, job position, connection with
public offices, etc.);

the Client’s contact details (incl. address, telephone number, e-mail address,
etc.);

details of the Client’s transactions and transactions entered into (incl. completed
transactions, concluded and/or expired contracts, submitted applications,
declarations, received and paid interests and service fees, violations of the
contract, etc.);

the Client’s financial details (incl. income, assets, obligations, previous payment
behaviour, etc.);

details of the origin of the Client’s assets (incl. information about the employer,
contractual partners, commercial activities, beneficial owners, etc.);

details about the Client’s reliability (e.g. details about the payment behaviour or
damages caused to third parties, connections with money laundering, terrorist
financing, or organised crime);

information obtained in the course of performance of a legal obligation (e.g.
information from the inquiries of investigative bodies, notaries, tax authorities,
courts, from the bailiff’s claims, etc.);

information about the Client’s active legal capacity (only the fact of restriction of
active legal capacity);

details of the telephone calls between the Client and the Bank (the content, time,
and duration of the call);

information about the Client’s habits, preferences, and satisfaction (e.g.
information about the activity of using the services, the services used, details of
the Client’s complaints, etc.);

details of the Client’s segment (e.g. age and gender);

details of participation in consumer games and campaigns (e.g. details of the
prizes won in consumer games, the points collected in the campaigns, etc.);
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4.13. information about the Bank’s websites and applications used by the Client (incl.

IP address and information about visiting social media accounts).

5. PURPOSES OF PROCESSING CLIENT DATA

5.1.

Client data are mainly processed by the Bank for the following purposes:

5.1.1. to decide whether and under which terms and conditions to provide the
service to the Client. In this case, processing of client data may occur in the
form of profiling by making an automated decision, taking into consideration
the information known to the Bank about the Client prior to provision of the
service or entry into the contract;

5.1.2. foridentification of the Client;

5.1.3. for performing the contract entered into between the Client and the Bank or
to ensure performance of the contract and for realisation of the rights arising
from the contract entered into with the Client or a related contract, as well as
to defend the Bank’s violated or disputed rights (e.g. transfer of the data to the
court or to a person representing the Bank);

5.1.4. for verification and, if necessary, rectification or complementation of the
data submitted by the Client;

5.1.5. for assessment of the Client’s creditworthiness (e.g. for entry into a credit
contract, forimplementation of the principles of responsible lending) or for the
verification of the Client’s reliability (e.g. for exchanging information about the
Client’s previous payment behaviour with another credit or financial institution
to make a credit decision);

5.1.6. for the prevention of money laundering and terrorist financing and for the
performance of the obligations arising from the international treaties entered
into and ratified by the Republic of Estonia (incl. data collection, information
exchange and transfer of information to research institutions, notaries, tax
authorities, etc.);

5.1.7. for the performance of the obligations arising from the Creditors and Credit
Intermediaries Act, the Credit Institutions Act, and other domestic and
international pieces of legislation and for the observation of the guidelines
issued by the relevant supervisory bodies;

5.1.8. for the performance of statistical surveys and analyses of client groups and
of the market shares of products and services and other financial indicators
and for reporting;

5.1.9. for the implementation of risk management measures and for the
observation of security requirements, as well as for the prevention of tax fraud
and any damage caused to the Bank (incl. based on profiling of the Client);
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5.1.10. to ensure the quality of customer service and the services of the Bank and for
the development of new services, incl. for determining the amounts of service
fees, for inspection, development, or maintenance of the IT systems and
software of the Bank;

5.1.11. for organising consumer games or campaigns;

5.1.12. to study the Client’s habits, preferences, and satisfaction for the purposes of
improving the services provided by the Bank (incl. surveys of the consumers’
habits, market surveys, client surveys, etc.).

5.1.13. for sending advertising and offers of the products/services of the Bank and
the data processors.

5.2. If the Bank wishes to process client data for purposes other than those listed in
the Procedure, the Client’s separate consent provided at least in a format which
can be reproduced in writing is required.

5.3. The client data which are processed by the Bank for the purposes listed above
may originate from the Client or from public sources (incl. data published on the
internet). Client data are also collected from the Bank’s partners, via whom the
Bank has received the Client’s request to receive the service from the Bank (i.e.
retailers and online stores). Client data may also originate from other third parties
if such transfer of client data to the Bank by the third parties is lawful.

5.4. Provided that the obligation to maintain the confidentiality of the information
subject to banking secrecy is observed, the Bank may process, including

exchange client |

client

Client
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